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1 Use latest software

Before operating the device for the first time, make sure that you install the latest

applicable release of your software version. For consistent functionality, compatibility,

performance, and security, regularly update the software throughout the operational life of

the device. Follow the instructions in the product documentation regarding software

updates.

The following links provide more information:

—  General information: https://www.boschsecurity.com/xc/en/support/product-security/

—  Security advisories, that is a list of identified vulnerabilities and proposed solutions:
https://www.boschsecurity.com/xc/en/support/product-security/security-
advisories.html

Bosch assumes no liability whatsoever for any damage caused by operating its products

with outdated software components.
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2 Introduction

Remote Programming Software (RPS) is an account management and control panel
programming utility for Microsoft Windows operating systems. Operators can perform
remote programming, account storage, remote control, and diagnostics for specific control
panels.

2.1 About documentation

Copyright
This document is the intellectual property of Bosch Security Systems B.V. and is protected
by copyright. All rights reserved.

Trademarks
All hardware and software product names used in this document are likely to be registered
trademarks and must be treated accordingly.

Related documentation

The Release Notes provide information about RPS that became available after the release of
this manual. The Release Notes list the control panels that are compatible with RPS.

Refer to RPS Help for detailed instructions about how to program each of your control
panel’s parameters using Remote Programming Software.
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3

Overview

Before you install RPS for the first time, review this section and the entire document to

understand your installation options.

To install or upgrade RPS:

—  You must have Windows admin rights on the target computer. After installation, RPS
operators do not need administrative rights to use RPS.

—  Turn off any anti-virus software to prevent possible file corruption during the
installation. The anti-virus software might block and corrupt the installation files, which
could result in an Unhandled Exception Error when running RPS.

Typical installation scenarios

—  First time RPS installation using the provided SQL Express database defaults. Express
install of RPS with the SQL Express database installed on the same computer as RPS.
Refer to Express Install, page 12

—  First time RPS installation using an available SQL server on the network. Refer to
Advanced Install, page 16

— Upgrade an RPS installation and continue to use the existing SQL database and version
in use. Refer to Upgrade RPS, page 36

- Upgrade an RPS installation and upgrade the existing SQL Express 2012 database to
SQL Express 2017 using the RPS installer. Refer to Upgrade to SQL 2017, page 37

— Migrate an existing RPS installation to a new RPS installation by using the RPS Migrate
from Existing Database option, which extracts data from an existing RPS database into
the new installed version of RPS. Refer to Migrate or Upgrade existing SQL database
(RPS), page 38

RPS Installer procedures
The RPS installer will guide the install/upgrade process through 3 key steps, logging activity
details in the RPS Installation log. Refer to View the installation log file, page 24

1. Optional backup

The RPS installer will provide the option to create a backup file during an application or a
database upgrade. If selected, the RPS installation creates a backup file (.bak) from a
source database, making it available for restore processes if required. Backup file(s) are
stored and then restored from this database to the destination database. Refer to Create a
backup file, page 16

If this step fails, you can quit or continue with the process. Options allow you to quit the
process or continue without the backup if the backup fails.

2. RPS application and SQL database install/update

The RPS installer will update the RPS application and associated SQL database to support
the new RPS release updates. If this step fails, RPS will revert to the currently installed
version of RPS and SQL Express if the process fails.

3. Panel account upgrade

The RPS installer will upgrade all panel accounts that have new parameters or required
updates associated with the new RPS version being installed. If this steps fails, the process
will continue and provide a summary of success and failures at the end of the install/
upgrade process.

Failed RPS panel accounts will have some operations restricted until fixed, including
sending new programming to the panel, duplicating or creating from the panel and
exporting the panel.

Failed panel account details are shown in the Installation Log for RPS 6.14.100 and higher
versions. The Install/upgrade summary is also available in the log.
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The panel account details are available for review in RPS using the RPS database settings
dialog. In RPS, click Config > System to access the Work Station Specific > Database
Settings dialog.
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4 Download first

Before installing RPS for the first time or upgrading to the latest version, download the RPS

installation file first (RPS v6.xx.exe).

1. When the download is complete, copy the downloaded file (RPS_v6.xx.exe) to your
desktop.

2. Double-click the file on your desktop to begin the extraction process.

3. Click Extract.

7-Zip self-extracting archive | = |

Extract to:

IC:"-.Users"-pnkap"-.Desktop"-. |
Exdract %J Cancel |

\ >

The extraction process creates a folder on your desktop, RPS-Installation-Files. Go to Install
RPS, page 9 to install RPS.

H BRI ETE| 3T
el
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Install RPS

You must download the latest version of RPS before you can begin the installation process.
Follow the instructions in Download first, page 8.

5

Notice!

Windows 32 bit operating systems

Microsoft SQL 2017 is not compatible with 32 bit operating systems. If your Windows
operating system is 32 bit, the RPS installation will automatically install Microsoft SQL
2012.

Notice!
Administrator rights to install
You must have Administrator rights for installing RPS on the target computer.

5.1 Choose setup options and express, advanced install

Start the installation process
1. Access the RPS-Installation-Files folder.

2. Right-click the setup.exe file and select Run as Administrator.
[E=SEER )
QQ [1 v RPS-Instalistion-Files » <[5 [[Search Fesetaliozion-Fiss i
File Edit View Tools Help
Organize v Includeinlibrary v Sharewith v New folder = O @
Ju Public = MName . Date modified =
§ i S
‘7 L RAMT Exporterv00A 0
il Libraries E | RAMI Exporter v004 0 |
B Baciineis 1\ Windows File Protection Registry Update
o Music L xtras
&= Pictures 4| autorun.inf =
B video: || D72126 default DSF
| D9124Default. DSF
o8 Computer | B setup.exe 15-un-160318
& (c ] : un-040912 ¥
bt e,
’ 16 items

Choose the setup language
1.  Choose a language for the RPS setup. The default is English.
2. Click Next.

lo] - s

=

-
RPS Installer - InstallShield Wizard

Choose Setup Language

Select the language for the installation from the choices below.

glish (United States
French (Standard)
German
Italian
Morwegian
Polish
Spanish
Swedish

InistallShizld
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Start setup process
Click Next to start the setup, which installs the required Sentinel Drivers.

RPS Installer - InstallShield Wizard - x

Preparing Setup "
Please wait while the InstallShield Wizard prepares the setup.

Installing Sentinel Drivers

IrstallShield

Cancel

Pre-installation requirements
Before RPS is installed, these operating system requirements must be installed if not

available on the installation PC:

- RPS 6.14.200 and higher versions require Microsoft .NET Framework version 4.8.
- RPS 6.14.100 and higher versions require Crystal Reports Runtime version13.0.34.
Click Install to start the installation of the pre-installation requirements.

RPS Installer - Installshield Wizard

T RPS Installer requires the following items to be installed on your computer, Click Install to
L=¥]  begin instaling these requirements.

Status  Reguirement

Pending Mirosoft NET Framework 4.8 Ful
Pending Crystal Reports Runtime v13034
Pending Siicon Labs CP210nVCPInstaber

Lz

[ ol || cancel

After installing Microsoft .NET Framework 4.8, a reboot of the PC is required.

- Click Yes to restart the PC.
The RPS installer will continue after the PC has rebooted.
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- RPS Installer requires the following items to be instaled on your computer. Clidk Install to
&M begn rstaling thess requrements.

Status  Requirement

Instaling Microsoft .MET Framework 4.8 Ful
Pendi

RPS Installer - InstallShiald Wizard

The installation of RPS Installer requires a reboot. Click Yes to
restart now of Mo if you plan to restart later,

t
(ITTI

Installing Microsoft NET Framewark 4.8 Ful

Instal Canced

Required installation/upgrade SQL server roles and permissions
RPS requires specific SQL Server roles and permissions for successful installation or
upgrades and for RPS use and operations.

RPS installation and database creation SQL Server role(s) and permission(s)

RPS installation and upgrade —  sysadmin role
or

— other SQL Server Role with Control
server permission added

Create Database within an existing RPS
installation

Use and operation of an existing RPS SQL Server Role(s) and Permission(s)
installation

Upgrade Database within an existing RPS
installation

- db
Create, upgrade, delete Panel Accounts -owner

Using File>Backup or File>Restore within an
existing RPS installation

Choose express or advanced installation

Choose the Express Install option if you are going to install RPS and the RPS database on
the same computer in the default locations (folders).

Use the Advanced Install option when the RPS database will be shared among RPS
workstations, or you want to install RPS and the database in folder locations other than the
default folder locations.

To choose the Express Install, select Express Install and click Next. Go to Express Install,
page 12.
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5.2

wes RPS Installation - *

@& BOSCH

& Express Install
Install the most common options, typical for a single PC Installation

" Advanced Install
Allows for every configurable option. All options displayed during the
installation process. Recommended for more experienced user

NOTE: Microsoft SGQL Server Express 2017 might reguest a reboot. This would resultin
a termination of the RPS installation. To resolve this issue, reboot the system, then
rerun the RPS installation.

Back I N% I Cancel |
Ly

wes RPS Installation - X

@ BOSCH

{~ Express Install
Install the most commen options, typical for a single PC Installation

&+ Advanced Install
Allows for every configurable option. All options displayed during the
installation process. Recommended for more experienced user

NOTE: Microsoft SGL Server Express 2017 might reguest a reboot. This would resultin
a termination of the RPS installation. To resolve this issue, reboot the system, then
rerun the RPS installation.

Back I N% I Cancel
LN

Express Install

Installation summary
The first window of the Express Install process shows a summary of how RPS will be

installed.
Click Print to print the summary for future reference. Click Next when you are ready to

continue the installation process.

- 5
w2 RS Installatian [E=N

) BOSCH

-

Installation Summary:

Diatzbase Type: Local

New SQL instance will be created.

S0L Instance Name: FP1085A20NBOSCHSQOL

5QL Authertication: Mixed Mode

SGL User Name: sa

New RPS Datsbase: RPSDE

SQL and RPS will now be installed

Please prnt this information for future reference.

This information can also be found inthe file C:/RPSInstallation.Log.

| Pt K i
b

Back I Next I Cancel Help

To choose Advanced Install, select Advanced Install and click Next. Go to Advanced Install,
page 16.

Follow the instructions in each section below to complete the Express Install process.
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Choose a destination location
By default, the RPS setup process creates an RPS folder and installs RPS in it.
Click Next to accept the default and continue, or click Browse to select another folder.

Notice!
No spaces in folder name
Do not select a folder or directory with a space in its name (for example, "Program Files")

RPS - InstallShield Wizard [
Choose Destination Location
Select folder where Setup will install filles. (U'—_{J.] BOSCH
Setup will install RPS in the following folder,
Toinstall to this folder, click Mest. To install to a different folder, click Browse and select
anather folder
Current Falder

Select control panels to support and unattended operation

In the Select Features window, choose the Bosch Control panels your RPS installation
supports. The default is all Bosch control panels.

You can optionally choose to install the Unattended Operation feature.

Notice!
Windows Home versions do not support unattended operation

Home versions of Microsoft Windows operating systems do not support Unattended
Operation.

Notice!

Cellular callback

When using the Cellular Callback method to connect RPS with a remote panel, RPS
operators will first need to stop the RPS Unattended service to avoid the Cellular Callback
request being answered by the Unattended Service and performing Unattended activities.

RPS will require using the Windows Run as administrator option for changing Unattended >
Start Service or Stop Service.

Click Next to continue the installation process.
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p ~
RPS - InstallShield Wizard =5

Select Features
Select the features setup will install.

Select the features you want to install, and deselect the features pou do not want to install

M |Inattended Operation »  Desciption

ore RPS Application Files Allows supparted panels to perform
[#IB95125G / BES12G [Mew) unattended tasks such as history
[w/BE512 / BAE12 / B3F12 spnchianization

D9x12 / D712 [Gva and prior]
DE412 /D4412
D2z12/D212/ D202
DE112 /D4112

Ds7z00 -

87474.85 MB of space available on the C drive
InstallS hield

Select a program folder

By default, the RPS setup process creates a program folder for the Windows Start menu
named "Bosch" (if one does not already exist), and adds RPS program icons to it. Click Next
to accept the default and continue.

To create a new program folder for the Start menu with another name, enter the name in
the Program Folder field, and click Next to continue.

To choose an existing program folder, select one from the Existing Folders List, and click
Next to continue.

Notice!
No spaces allowed in folder name
Do not select a folder or directory with a space in its name (for example, "Program Files")

—Tn
RES - InstaliShield Wizard =5
Select Program Folder =
Flease select a program folder. {(r=i)} BOSCH

Setup will add program icons to the Program Folder fisted below. 'You may lype a new folder
name, or select one from the existing folders list. Click MNext ta continue.

Program Falder;

Existing Folders:

7Zip 7~
Accessories |—|
AocES =
Administrative Tools

Adobe

Adobe Design Standard C55.5
Adobe RoboHelp 9

AvaEE

[ < Back u Next [ Cancel ]
3

Start copying files
At this point of the installation, the RPS setup process has all the information needed to
copy files to the selected locations. Click Next to continue, or click Back to make changes.
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RPS - InstaliShield Wizard =)
Start Copying Files
FRieview settings before copying files (H_) BOSCH

Setup has enough information to start copying the program files. |f you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.
Current Settings:
Install Location CARPSY B
Prograrn Falder Bosch

Dizk Space Available : B4596796 K.
Dizk Space Required : E25492 K.

< Back " Mext » II Cancel

RPSsvc user creation

During a new RPS installation or an RPS upgrade, a non-admin user (RPSsvc) is
automatically created by the RPS installer with a reduced set of required permissions. The
RPSsvc user is used by RPS to start/stop the RPSProxy and RPSService and perform
Unattended operations when configured.

If the RPSsvc user creation fails during RPS installation or upgrade, the RPS installer will
continue and use the local System account to start/stop the RPS services.

For higher security, it is recommended that a Windows user administrator create a Windows
user account with limited permissions required to start/stop and operate the RPS services.

If you receive an RPS Service Logon as RPSsvc error during installation or upgrade, see
Manually create a local user and assign to services, page 25 for instructions on how to
manually create the Windows user with required permissions.

Notice!

DOS window inactive

When the RPS installation starts, the DOS screen appears and provides messages about the
processing. If the DOS window becomes active by clicking inside the window, the screen
will stop and remain visible. Click in the DOS window again and press the Enter key to
resume and show the installation end window.

Installation complete
Click Finish to complete the RPS installation.
Restart your RPS computer and go to Starting RPS the first time, page 31.
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RES - InstaliShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed RPS.
Before you can use the program, you must restart pour
computer.

@) Yes, | want ta restart my computer now.

(71 Mo, | will restart my computer later.

Remove any disks from their drives, and then click Finish to
complete setup.

<Back | Caricel _'

5.3 Advanced Install

Follow the instructions in each section below to complete the Advanced Install process and
select:

-  local or network RPS database installation

- new or migrate SQL instance

— new or existing database

For database upgrades or migrations, the RPS installation provides detailed message dialogs
with instructions including errors to help guide you through the process.

5.3.1 Create a backup file
The RPS installation enables you to optionally create a backup file during an RPS Advanced
installation or during an RPS upgrade.
If selected, the RPS installation creates a backup file (.bak) from a source database and
then restores this database to the destination database.
To create a backup file:
— Click Yes in the dialog to start the process.

RS Installation

Do wou want the RPS installer 1o create and save an RPS Backup
before continuing?

When the backup is successfully created, click Next to continue with the installation.
The RPS installation will prompt you if there are errors during the creation of the backup
file. For example, if the backup file creation fails, you can skip the creation step and
continue with the installation.

You can also use the Config > System > Work Station Specific > Database Settings >
Migrate from existing Database or Upgrade Database procedure within RPS to manually
migrate or upgrade the database.

Backup file storage locations
RPS creates the backup file with the naming convention:
-  <RPSDBName><Datetime>.bak

2024-09 | V27 | 4998141259 Installation Manual Bosch Security Systems B.V.



Remote Programming Software (RPS) Install RPS | en 17

5.3.2

5.3.3

Backup file folder locations for RPS upgrade (SQL 2012 to SQL 2017) types:

- SQL 2012 database instance where RPS is pointed to an RPS client PC, the backup file
is stored in C:\RPSSQLBackupFiles.

— SQL 2012 database instance where RPS is pointed to a network PC, the backup file is
stored in the SQL instance default backup path.

— SQL instance default path for other installation options, the backup file is stored in the
SQL instance default backup path. For example, C:\Program Files\Microsoft SQL
Server\MSSQL14.BOSCHSQL2017\MSSQL\Backup.

Note that the default backup path varies for each different instance and SQL version.

Choose local or network RPS database

Select Local to install, or use an existing, RPS database on the same computer as RPS. You
can choose to share the database with other computers later in the setup process.

Select Network to use an RPS database already installed on the network. You will choose
the database later in the setup process.

Click Next to confirm your selection and continue.

s RPS Installation

@ BOSCH

= Local

The RPS database is located on this computer.

" Network

The RPS database is not on this computer, but is located on another
computer on the network.

Bock [ Net | Cance | hep ||

SQL version installation options

If RPS is already installed with a SQL version prior to 2017 and your Windows version

supports SQL 2017, you will be presented with installation options. If your version of

Windows does not support SQL 2017, the RPS Installation will continue using SQL 2012 for

installations or upgrades of RPS.

The installation options are:

-  Yes - starts the automatic installation, upgrade, backup and restore procedures. Refer
to Upgrade to SQL 2017, page 37.

— No - continue the RPS Installation to upgrade RPS using the installed SQL version.

¥

SOL Express 2017 is available for RPS to install on your
| | computer.

Select Yes to upgrade RPS and use SOL Express 2017
Select No to upgrade RPS and keep using your existing
database
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When prompted to create and save a backup file, select Yes if you are going to migrate the
database or perform an upgrade.

RPS Installation

It is recommended to create and save a backup of the current RPS
' database prior 1o the migration to SQL Express 2017.

Do you want the RPS installer to create and save an RPS backup
before continuing?

Yes No

Notice!

Microsoft SQL might require restart

RPS uses Microsoft SQL Server to create and manage the RPS database. On some
computers, the Microsoft SQL installation might require a computer restart. This interrupts
the RPS installation. To resolve this issue, restart the computer, then rerun the RPS
installation.

Refer to
-  Modify, repair, or remove RPS, page 43
—  RPS database backup and restore (manual process), page 40

5.3.4 Create new or select existing SQL instance
RPS uses an "instance" of Microsoft SQL Server to create and manage the RPS database.
If you are installing RPS for the first time, you need to create a new SQL instance for RPS.
Go to Create new SQL instance, page 18.
To use an existing SQL instance (RPS database), go to Use existing SQL instance, page 19.

5.3.5 Create new SQL instance
Select the Share check box to share the RPS database on the same computer as this SQL
instance with other computers, and automatically start the SQL browser service. This
service allows other computers to access the local SQL instance.

w3 RPS Installation — e

& BOSCH

Create a new SOL Server instance, or select an existing
instance from the menu balow

SQL Instonces -
I~ Share Check this box if the RPS SQL database on this computes will

be shared with other computers over a network

Specify the password for the SQL Server system administrator (s2) account

ol

“ Enter Paszword |

* Confirm Password | """"
Minimum 12 characier with Uppercase, lowercase, numenic special characier{except<. "))

Back Mext Cancel | Hep |

Click Next to create a new SQL instance:
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1. SQL Instance Name: BOSCHSQL
If BOSCHSQL is already used, the new instance is named BOSCHSQLn, where n = a
number. For example, BOSCHSQL1.

2. Authentication: SQL Server Authentication

3. User Name: sa

4. Password: B@SCHRPSsql12345

Click Next to create the new SQL instance. Go to Create new RPS database or use existing,

page 20.

Share option for AMS

In some cases, AMS might stop working after RPS is installed on the same PC. There are 2

ways to resolve this issue:

1. Share the RPS database during the RPS installation. Without the Share checkbox
option selected, the RPS installation will disable the SQL browser service.

2. Manually start the SQL browser service after installing RPS.

5.3.6 Create SQL password
The Advanced installation allows you to create an administrator password for SQL when
creating a new SQL instance.
To set a password for the SQL server instance:
1. Select the SQL Instance from the drop-down menu.
2. Type the password in Enter password field. Click the eye icon to see the password as
you type.
3. Retype the password in the Confirm password field.
4. Click Next to continue.

Notice!

Note custom password

Be sure to note the custom SQL system administrator (sa) password you created so that
you remember it in the future. You will need this password to re-establish or change the
RPS connection to the SQL database.

5.3.7 Use existing SQL instance
1. On the SQL Instance window, select the appropriate SQL instance from the drop-down
list. Authentication of the selected SQL instance starts.

(5 RPS Installation ] |
@) BOSCH

Selectan ewisting SGL Server instance from the menu below.
SQL Instances: Erter or select an existing SGL instance .:J

Back Next Cancel Help
)
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2. By default, Windows Authentication is used. If the authentication fails, you are
prompted to use SQL Authentication.
To use SQL Authentication, check SQL Authentication, then enter your SQL user name
(sa is the default) and password (B@SCHRPSsql12345 is the default).

3. Click Next. The RPS Database window opens. Go to Create new RPS database or use
existing, page 20.

5.3.8 Create new RPS database or use existing
To create a new RPS database, select Create a new RPS database, then click Next.

The installation process creates a database named RPSDB.

If RPSDB is already used, the new database is named RPSDBn, where n = a number. For

example, RPSDB1.
'S A
= APS Installation [
) BOSCH
Create a new RPS database, or select an existing database
from the menu below.
RPS Databases: |Creste & new RPS database .

Back et Cancel l Help |

To use an existing database, select one from the RPS Databases drop-down list, then click

Next.
s R
wes RPS Installation (= ﬁ
) BOSCH
Creatz a new RPS database, or select an ewisting database
from the menu belaw.
RS Dt -
Back I Next I Cancel Help
5.3.9 Installation Summary

The Installation Summary window shows how RPS will be installed.

To change any settings, click Back.

To print the installation summary for future reference, click Print.

To continue the installation process, click Next.
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( s RPS Installation EI_I%‘
) BOSCH

-

Installation Summary

Datebase Type: Local

fou have selected an existing SGL instance.

5QL Instance Name; FP1086480\BOSCHSGL

Windews Authertication autematically chosen

Existing RPS Database: RPSDB

RPS will now be installed

Please print this information for future reference.

This information can alse be found in the file C./RPSInstallation Log.

Print |
[

Back l Mext I Cancel Help

Choose a destination location
By default, the RPS setup process creates an RPS folder and installs RPS in it.
Click Next to accept the default and continue, or click Browse to select another folder.

Notice!
No spaces in folder name
Do not select a folder or directory with a space in its name (for example, "Program Files")

- N
RPS - InstallShield Wizard [
Choose Destination Location -
Select folder where Setup will ingtall files. “‘:‘ﬁ) BOSCH

Setup will install APS in the follawing Folder.

Toinstall to this folder, click Mest. To install to a different folder, click Browse and select
another folder.

Current Folder
IrestallShisld

\

Select control panels to support and unattended operation
In the Select Features window, choose the Bosch Control panels your RPS installation
supports. The default is all Bosch control panels.

You can optionally choose to install the Unattended Operation feature.

Notice!
Windows Home versions do not support unattended operation

Home versions of Microsoft Windows operating systems do not support Unattended
Operation.
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Notice!

Cellular callback

When using the Cellular Callback method to connect RPS with a remote panel, RPS
operators will first need to stop the RPS Unattended service to avoid the Cellular Callback
request being answered by the Unattended Service and performing Unattended activities.

RPS will require using the Windows Run as administrator option for changing Unattended >
Start Service or Stop Service.

Click Next to continue the installation process.

-
RPS - InstallShield Wizard

=)

- |

Select the features you want ta instal, and deselect the features pou do nat want o install.

Select Features

Select the featuies setup will install.

M | Inattended Operation| -

ore RPS Application Files

V|B9512G / BESTZG Mew)

BEG12 /B4512 /B3512

D312 / D712 [GY4 and prior]

DE412 / D4d12

Daxz /D212 /Dbamz

DE112Z /04112

Dgiz

057200 -
340.48 MB of space required on the C drive
87474.85 ME of space available on the C drive

Installs hield

Drescription

Allows supported panels to perform
unattended tasks such as history
synchionization

Select a program folder

By default, the RPS setup process creates a program folder for the Windows Start menu
named "Bosch" (if one does not already exist), and adds RPS program icons to it. Click Next
to accept the default and continue.

To create a new program folder for the Start menu with another name, enter the name in
the Program Folder field, and click Next to continue.

To choose an existing program folder, select one from the Existing Folders List, and click
Next to continue.

Notice!
No spaces allowed in folder name
Do not select a folder or directory with a space in its name (for example, "Program Files")

—p
RPS - InstallShield Wizard w
Select Program Folder -
Flease select a program falder. (=)} BOSCH

Setup will add program icons to the Program Folder fisted below. Y'ou may type a new folder
name, or select one from the existing folders list. Click MNext ta continue.

Program Falder;

Enisting Folders.
7Zip
Accessories B
AccHES

Administrative Tools

Adobe

Adobe Design Standard C55.5
Adobe RoboHelp 9

AvaEa

[ < Back ‘I Nest > [ Cancel ]
3
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Start copying files
At this point of the installation, the RPS setup process has all the information needed to
copy files to the selected locations. Click Next to continue, or click Back to make changes.

- 5
RPS - InstaliShield Wizard =)
Start Copying Files
Rieview settings befare copying files (=1} BoscH

Setup has enough information to start copying the program flles. |f you want to review or
change any settings, click Back. If you are satisfied with the settings, click Next to begin
copying files

Current Settings:

Install Location C:HRPSY -
Prograrn Falder Bosch

Disk Space Available : E4536796 K.

Disk Space Required : B25492 K

¢ Back ][ ext » ][ Cancel

RPSsvc user creation

During a new RPS installation or an RPS upgrade, a non-admin user (RPSsvc) is
automatically created by the RPS installer with a reduced set of required permissions. The
RPSsvc user is used by RPS to start/stop the RPSProxy and RPSService and perform
Unattended operations when configured.

If the RPSsvc user creation fails during RPS installation or upgrade, the RPS installer will
continue and use the local System account to start/stop the RPS services.

For higher security, it is recommended that a Windows user administrator create a Windows
user account with limited permissions required to start/stop and operate the RPS services.
If you receive an RPS Service Logon as RPSsvc error during installation or upgrade, see
Manually create a local user and assign to services, page 25 for instructions on how to
manually create the Windows user with required permissions.

Notice!

DOS window inactive

When the RPS installation starts, the DOS screen appears and provides messages about the
processing. If the DOS window becomes active by clicking inside the window, the screen
will stop and remain visible. Click in the DOS window again and press the Enter key to
resume and show the installation end window.

Installation complete
Click Finish to complete the RPS installation.
Restart your RPS computer and go to Starting RPS the first time, page 31.
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RES - InstaliShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed RPS.
Before you can use the program, you must restart pour
computer.

@) Yes, | want ta restart my computer now.

0 Mo, | will restart my computer later.

Remove any disks from their drives, and then click Finish to
complete setup.

< Back | Caricel _'

5.4 View the installation log file

During installation, RPS creates the RPSInstallation.log file, and logs the entire installation
process in the file. The file is located in X:\RPS\Logs (“X” = the drive letter on the computer
where RPS is installed).
Use the installation log file for troubleshooting purposes or if you need original RPS
database information after an upgrade, such as the encrypted password.

The installation log file contains the following:

— Allinstallation log entries with summary information

— Database file transfer information
—  RPS database information

—  PC name where the installation operation was done

—  Last activity summary

- Errors and

possible solutions

T RPSinstallation Log - Notepad

P

(RFS /10991 13 S 6.18.061) | SUCLESSUL
Failes | SueCESERUL

Led:6. 30,060
Lable o PC Lt coRPATiDle WAt RS verzion batrd Snstalled,

callatien s5u_LaEina_sanersl EPY_CTss

#0858 successul
ler RPSORE_PR23-13.13_14-20-92. 00k

nstance to BOSCHISOSCHSQUIBIT_36 - ARSDE dstasose

L1, Cal 1 60%  Windows (CRLF) UTF-8
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5.5 Manually create a local user and assign to services

Notice!

MS Windows administration required

This activity requires the Windows administrative ability to create and modify a Windows
user and grant specific Windows permissions. Contact your Windows user Administrator if
necessary.

During a new RPS installation or an RPS upgrade, a non-admin user (RPSsvc) is
automatically created by the RPS installer with a reduced set of required permissions. The
RPSsvc user is used by RPS to start/stop the RPSProxy and RPSService and perform
Unattended operations when configured.

If the RPSsvc user creation fails during RPS installation or upgrade, the RPS installer will
continue and use the local System account to start/stop the RPS services.

For higher security, it is recommended that a Windows user administrator create a Windows
user account with limited permissions required to start/stop and operate the RPS services.
The manual local user (RPSsvc) creation steps include:

1.  Create a Windows NT user.

Assign Local Launch and Local Activation permission.

Assign the service as logon right (Log on as a service).

Assign RPSsvc user to RPSProxy and RPSService.

Provide Launch and Activation permission (required for user to run Unattended

ok oebd

operations)
6. Assign start/stop service permission to RPSService (required for Unattended
operations).

Create Windows NT user

To create the RPSsvc user:

1.  Create a Windows NT user: username RPSsvc, full name RPS Service User

2. Assign to the Users group.

3. After the user is created, select User cannot change password and Password never
expires.

Bosch Security Systems B.V. Installation Manual 2024-09 | V27 | 4998141259



26

en | Install RPS

Remote Programming Software (RPS)

Full name: RFS Senice Usar

Dascrpton: Limited user account created by RPS and used to
Senvice

run the RFS

Usar must change passwornd ab nesd kegon

[ Lisar cannot change password
[ Password never axpires
[ Account & deablsd

Accaunl s kcked ou

Assign Local Launch and Local Activation permission
To assign Local Launch and Local Activation permissions:

1.  Open component services from Start>Windows or run dcomcnfg from Windows Run.
2. Go to Component Services>My Computer> DCOM Config>RPSProxy and right-click to

access Properties.
3. Add the RPSsvc user to the list.

4. Assign Local Launch and Local Activation permissions. These permissions are required,

as RPSService is dependent on RPSProxy.

B Comoonent Serioe

& File Adion View Window Help
e« @ XOG Bm O MHERD

Geneal Location SeCuty Endponts deritty

F & & %

& & & &

Retail Demo RetailCoreS_ RetailDemo | RPSProwy

UserCOM.  Sevice  Service |

(2 Consale Root Pen PenlbC2  PeniMCév2  PerAppRu- Launch and Acsvation Pemissions
- i Workspa_
Compo.. cw:n:::wes pa. Use Delact
-3 u
- & My Computer a’ i i i 0 Customzs B
_ COM+ Applications PhotogH. Photofcquire  PLA Play with
~ DCOM Config Windows -
| Running Processes HBecsss Parmssions.
2| Distiibuted Transaction Coordinator i’ i’ * i’ o
X 58 Dafauit
Event Viewer Local) PrintControl - PrindfilterP_  Printisolati_  Printisolati_
& Senvices Local) Customas

ProtectionUtil ProviderCal. Provisioning  Proximity | Configuration Perissons

Class Core Sharing

Use Defaut
"R R R J
RASDIGLUA  RAGerver RASGOWLUA  RASMapi
Server

Recommen.. RegisterCon.  Remote  Remote TPM |
Treublesho.. Deskio.  Virtual Sma_ | L8om mome about seting thess propediss

Launch and Activation Permission 7 X

Secumy

G o s names:
8 svsTEm
LE
8 Adrnistrators (KOR 01206
B2 wreracTIVE

Add Rlameve
Permissions for RPS Senice User Ao Deery
Lecal Launen a, |
Femote Launch ' |
Local Actvation 8, |
FRemate Actvation ' |
oK Carcal
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Assign the service as logon right
To give the Log on as a service right to the RPSsvc user:
1. Go to Local Security Policy from Windows Start.

2. Go to Local Policies>User right assignment>Logon as a service.
3. Double-click Log on as a service.

4. Click Add User or Group.

5. Add the RPSsvc user under Log on as a service.

B

File Adion View Help Looal Security Setting
Explan

o 2@ XE2 B ) Select Uisers, Computers, Senvice Accounts, or Groups X
= - Log on a3  senvice:
J Security Settings Policy Y Select this object type:
& Account Policies .. Force shutdown from a remote system Users, Senvice Accounts, Groups, o Builln sscurty princpals Object Types...
T4 m;up:_ri:_ i, Generate security audits e iy
4 Audit Policy ) =
" -
3 User Rights Assigoment Sl lmpesense 1 i ol withenicaion “S1521 187021906 2AMMBILI906948E  APAC bosch com Locaiens
- . <z, Increase a process working set 51-5-21-1970721946-2044548082- 39965488
4 Security Options 515830

. Increase scheduling priority Enter the obiect names to select {sxamgles}:

" Windows .DefdeFumaH.mlh Adval 3 Load and uoed dm.mdmu;; :.Eg:g::égiﬁs"gmamsswﬂ — .
e [ vver e

_ Software Restriction Policies i Log on as a betch job RPSsrc i

" Application Control Plicies 1 Log on as a senvice — B o

B 1 Security Policies on Local Computer | .. Manage auditing and seaurity log

. Aavanced Audit Policy Configuration || < Modify an object label r 'r

i, Modify firmware environment values
., Obtain an impersonation token for another user in the same _ Ack e o G
<, Perform volume maintenance tasks
< Prafile single process
< Profile system performance
“ Remowve computer from docking station t}
(2 Replace 2 process level token
<. Restore files and directories
] w4, Shut down the system

Assign RPSsvc user to RPSProxy and RPSService

To assign RPSsvc user to RPSProxy and RPSService:

1. Go to services.msc from Windows Run.

Locate RPSProxy>Properties>LogOn.

Select this account and enter the credentials of the RPSsvc user.
Click Apply.

Repeat this procedure to assign the RPSsvc user to RPSService.

ok ebd
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Geneml Lo 09 Recovery Dependences
Liog on as

Local Sysiam acoount

Allow sandos bo imersd with deskiop

# This account: MAPSsm Browss...
— e

Confim password: [ITRTTR TR Ie TS

Provide Launch and Activation permission
To provide Launch and Activation permissions:

1. Open Component Services from Start>Windows or run dcomcnfg from Windows Run.
2. Go to Component Services>My Computer.
3. Right-click My Computer and select Properties>COM Properties.
4. Click Edit defaults for Launch and Activation permissions.
5. Add the newly created RPSsvc user.
6. Add Local activation rights to the RPSsvc user to allow the user to run Unattended
operations.
% Fle Adion \ﬁew_\'l’mdm Help I IR e T P 7 X 8K
e 10 XE06 BE 0 H=ZER
= - General Opticrs Defauk Properins Defauk Securty
a Foﬂscle Aoot ‘A Dedaut Protocols COM Securty MSDTC . =
+ 18 Component Services Group or user names: L .
+ - Comouters My PRSI B s1521-1070021046 200484800 3556489201021
i My Computer Computer Vou may ed who s alowed dafaut access 1 applcatons. You RPS Senvice Uiser (KOR-C | 4
{8 vent Viewe Loca) o, STl L B Admisntrs KORCA 3G Admeiros)
4 Services (Local) | Caubon: Moditying acosss pamissions can affect the abiy BwreracTive l
5 | of applcations 1o stad, connect, function andlor run securely.
: _
Add... Remowe
Edit Limts. Edit Defaul.
E’MHHPS%U” Ao Deny
Launch and Activgiion Peemissicns Local Launch e, I
anwyoﬂuhsmwdeﬁulbhm:ma Ramots Launch . ]
mﬂ:::;rmy@sthﬁsmlmﬂut P 0, |
Remets Acvaton il I
Cauten: Modifying lsunch and actvaicn pemmissions can
! afict the sbity of applcations 1 stat, connect. function
— andlor un secunsly.
Edit Limits... Edit Defaul.
X Cancel
b — 1
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5.6

Assign start/stop service permission to RPSService (required for Unattended operations)

To assign start/stop service rights to RPSService:

1. With administrator rights, open a Windows command prompt.

2. Type the command SC sdshow RPSService and press <Enter> to display the security
descriptor of the RPSService.

3. Add the SID of the RPSsvc user after the string D: to the security descriptor, which is
DACL in this example. This is the new security descriptor that you will use in the next
step.

4. Type the command SC sdset RPSService new security descriptor.

5. Press <Enter> to process the command.

;5 5 CCLCSWRPWPDTLOCRR! (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO)

stem32>

Example:

The SID of the user is: S-a-b-CC-XXXXXXXXXX-YYYYYYYYYY-2222277277-7777.

1. Add the SID to the string (A;;RPWPDT;;;. The string will be: (A;;RPWPDT;;;S-a-b-cc-
XXXXXXXXXX-YYYYYYYYYY-2222222222-2222).

2. Add the resulting Security Descriptor after D:. The final security descriptor will be D:
(A;;RPWPDT;;;S-a-b-CC-XXXXXXXXXX-YYYYYYYYYY-2222222227-2222)
(A;;CCLCSWRPWPDTLOCRRC;;;SY)(A;; CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)
(A;;CCLCSWLOCRRC;;;1U) (A;;CCLCSWLOCRRC;;;SU)

3. Type the command SC SDSET RPSService new security descriptor.

4. Press <Enter> to process the command.

3 3 CCLCSWRPWPDTLOS

C:\Windows\system32>_

RPS installation scenarios that might affect RPSsvc user

Repair RPS application from the control panel

An RPS application repair will assign the RPSProxy service to start/stop using the local
system user by default. In this case services can be assigned to a local user. See Manually
create a local user and assign to services, page 25.

Modify RPS application from the control panel

If RPS is installed without Unattended and an RPS installer selects to Modify the
installation, and then installs Unattended, the RPSService is assigned to start/stop using the
local system user by default.

The RPS services (RPSProxy and RPSService) must be manually configured to start/stop and
operate using a different Windows user. See Manually create a local user and assign to
services, page 25.
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RPSsvc user is deleted after RPS is installed (RPS v6.15.xxx or higher installations)

If the Windows user used to start/stop and operate the RPS services (RPSProxy and
RPSService) is deleted, then the RPS services will not operate and must manually be set to
start/stop using the Local system user or a different Windows user. See Manually create a
local user and assign to services, page 25.

RPS installer changes the password of RPSsvc user (RPS v6.15.xxx or higher
installations)

If the RPSsvc user password is changed, the RPS Services (RPSProxy and RPSService) must
be updated manually with the new password and the new password must be assigned in
RPS>Unattended>Startup.

Note that assigning the password to RPSService is required only if Unattended is
installed.

- Sevice 4

Sernce
Starllp Typs
i Autmanss
i Manual

RS Sarvn

™ Rasist gz cocks

1200 A ==

™ Desabied

Log On As
™ SystemAocount

1% This Account

Database access for RPSsvc user

If RPS is pointing to a database that does not have database access to the RPSsvc user,
create a new database user with:

— username ‘machineName\RPSsvc’

— permissions: dt_datareader and dt_datawriter.

An alternative method to access the database is:

1. Open RPS and go to Config menu>System>Work Station Specific>Database Settings.
2. Use sa for the username and the password of the database instance.
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6 Starting RPS the first time

The sections that follow describe starting RPS for the first time for a new RPS installation.
If you are starting RPS for the first time after upgrading to the latest version, enter your user
name and password from the prevision version to log in and begin using RPS.

6.1 Default Login

Use the default user name and password for your first log in.
User Name: admin
Password : default (or 1111)

Notice!

Reduce security risk, change the default password

The default user name and password are for an administrator operator with the highest
security level (15). Operators with security level 15 have access to all RPS data and
functions.

To ensure security, change the password for the administrator operator as soon as
possible. From the Lists menu, click Operators, and then press F1 for help.

w5 Remote Programming Software (RPS) [=l=] = T

[File Lists Operstions Reports Config Unattended ~Language Help.

Softy

Logon Information

Enter 3 user name nd passnord that s vald fo this
appication
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6.2 Configuration Assistant

When you log in to a new RPS installation for the first time, the Configuration Assistant
automatically opens. The configuration assistant gathers the global RPS settings that
configure RPS to support Bosch Cellular Services, Bosch Remote Connect (a Cloud-based
Service), a Web Proxy, a VPN, and the RSC app for mobile devices.

—  Hover your cursor over a section to learn about the settings that are included.

—  Click the section to configure the settings.

When finished with the assistant, click Return to RPS.

4 Bosch Security Systems ==

Bosch Configuration Assistant

Welcome. The configuration assistant gathers many of the global settings for your
configuration in one convenient and easy-to-access place. Hover your mouse over
each of the sections to get a feeling of what is included in each. Click on the
sections you wish to configure.

Cloud
Dealer Web Proxy
Bosch cloud Remote Cannect service allows

RPS and RSC to easily connect to control
Celllar — panels over the intemet. To sign up for a new

installer services account, go to

installerservices.boschsecurity.com.

Notice!
Required SSL and TLS versions for Cloud connection
To connect RPS to a control panel remotely using Cloud (Remote Connect), SSL version 3.0

and TLS version 1.2 must enabled on the computer running RPS.
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6.3 Account Assistant

The Account Assistant is the default view for creating and editing B Series control panel
accounts for the administrator and new RPS operators.

The Account Assistant combines key parameters from the Panel Data - View and the Panel
View to help operators quickly create or edit B series panel accounts in a single view.

Create a new B Series control panel account
To start, click the new (panel) icon in the Panel List toolbar. If this is the first new account
in the list, a help bubble directs you to the icon.

3( 5 Remote Programming Sofvare (RF) [=[®] = ]
File Lists Operstions Reports Config Unattended Language Help.
T e
Prog © BOSCH

= %

PaneiNeme T [Pane Type | Account # | Descripton Contoct Cous Femware Version | Unattended

0 910 Selecied (Fiter O) [Sert: Pans! Name (Ascending) ADMIN

Select a B Series control panel from the B Series panel group (B6512, B5512, B4512,
B3512).
Click OK.

[forzsmcnsncon por———

Work through the Account Assistant chapters
Complete all of the chapters to create a panel account for a basic control panel installation.

5 Bosch Seuriy Sysems T 1o |
Bosch Account Assistant

Welcome

Introduction

The Account Assistant helps you quickly create or edit B Series
panel accounts for firmware v3.02 or newer. For firmware
v3.01 or previous, please configure in RPS Panel View.

Go to any chapter by clicking on the chapter title in the
Points. navigation pane to the left. Use the Next and Back buttons at

the bottom of each page to navigate through the pages.

o When you close the Account Assistant and need to relaunch t,
do this from within the Panel List.

If you prefe using the Panel View for B Series account
configuration, please edit this parameter within your RPS

Operator settings.

Click Begin to get started.

B6512:v3 XK Beain

Edit accounts with the Account Assistant
To edit a B Series control panel account with the Account Assistant, right-click on the
account in the Panel List. Click Open Account Assistant.
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w7 Remote Programming Softwiare (RPS)
File Lists Operations Reports Config Unattended Language Help
Remote Programming Software
=
GRmTAB
Vew - Liks
Paneivame - [PanciType | Account# | Descrition Gonlact Choud | Fimaare version | Unatiende] = |
3512030 BB o000 Unregstered No
Be51203.0 Bs12 0000 Unregstered No
_ [mssravaxx ES512 0000 Unregistered No
Ol g e : i Umegiteres e
B8512G New CtrleN Unregistered No
835126 Open Panel Data - View Unregistered No
B9512G. Open Account Assistant % Not supported  3.00.006 No |
- |Dati2 Open Panel View CtrlsQ Not supported No
D121 Net supgorted
D9412,D¢ Delete Del Not supported No
D412 | Delete View shift+Del Net supporied No
veeey et Not supported No
D9412G! ocsis 245 Net supported No
D9412G! Filter Not supported No
DMV | aelink Not supporied No ]
1 of 27 Seiected ( Build Remote Access Profile t
Cloud Activation
Save as Template
Enable Unattended
Disable Unattended
Export Selection

Switching to Panel View or Panel Data - View

The Account Assistant includes key parameters from both the Panel View and and Panel
Data - View for a basic control panel installation. More complex control panel installations
will require configuration of parameters not included in the Account Assistant.

To access all control panel parameters, first close the Account Assistant, then right-click the
panel account in the Panel List. Click Open Panel View.

s= Remote Programming Software (RS [
File Lists Operations Repots Config Unattended Language Help
Remote Programming Software @ BOSCH
2 —
ORTABSY N
View  [Faneiiat = ks
Farare Trenaitume [ Accaunt? [ Desirwen Tcommet oot Femve Verain | Uraie] <]
51203300 sse oo Unvegiseres "o
B5120330¢ B oo Unvegisered N
mss1230¢ s oo Unegisered o
- Ui . 'T e s
B8512G. s Gl Unregistered Ne
eostzc Open Panei Dato - View Unegiseres No
895126 v3.00| Open Account Assistant Notsupported  3.00.005 No
D912 Open Panel View Ctris 0 Notsupported No
Dt2st R Notsupporied
D3412,D8412¢ Delete Del Not supported No
Raxtacn Delete View Shift-Del Notsupporied Vo
e — Notsupporisd No
T Not supporied No
D2412GV4 v 1. iter Not supported Ne
Ibsr26vavel  MakeLink Not supported No -~
1 01 27 Selected (Fiter Build Remote Access Prafile It
Cloud Activation
e
Enable Unattended
Disable Unattended
Export Selection

To access the panel data configuration for the panel account, first close the Account
Assistant, then right-click the panel account in the Panel List. Click Open Panel Data - View.

% Remote Programming Software (RPS) =[5 [t
file Lists Operations Reports Config Unstiended Langusge Help
Remote Programming Software @ BOSCH
view  [Faneiiat e
Farcitane [Fonet Type | Acoount# | Descrpion Conit D Femvare versin| Unstende =
o123 o [— o
sz 1300 ) Unregteres No
lessiz 000 btz om0 Unregteres No
e o — Bl o
85120 W s Unregistered No
e Open Panel Data - View s Urbegitered e
Open Not supported ~ 3.00.005 No
Dst12 Open Panel View Cti-0 Not supported No
Dot1281 Notsuspartss
D9412,09412G ettt Bt Not supported No
e Delee View Shitt+Del e -
T I, oy Not supported No
bszov s oad Notsupported No
D9412GV4 v1.00 thry i Not supported Ne
Ds4126v4 v200 or g Make Link Not supported No =
1 o127 Seectea (Fiter O Build Remote Access Profile h
Cloud Activation
Save as Template
Enable Unattended
Disable Unattended
Fipet Skt

2024-09 | V27 | 4998141259 Installation Manual Bosch Security Systems B.V.



Remote Programming Software (RPS) Starting RPS the first time | en 35

Changing the default account view for operators

To change an operator's default account view for creating and editing new B Series control
panel accounts from Account Assistant to Panel View:

1. Select the Operator List.

2. Right-click an operator to edit.
3. Click Edit.
4. From the Default Account View drop-down menu, select Panel View.
5. Click OK.
= Rermete Programming Softwars (5] el =]
Remot; Progr;mmin: Software o @ BOSCH

DR TREYHE
View | Gperator List - Links.

UserName | FulName  |Descrpton | VoksProne | Securty Level .

w5 Operator Dats - Edit ==
~Operstor o

User Name* [Fomn Created Date RFETETEETS
FultName [Famsrater Last Modifed oo 112833
Descripton Botnadmnsiene - Securitylevel® ® o
Adaress Language. Engisn E

Default ACCOmt VW [(ocoury assitant e
Voice Phone I ccount Assiiant

ke P
Password =
=

Confirm Password® [ a
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7

7.1

RPS upgrade, backup, and restore

Follow the instructions in this chapter to upgrade RPS, backup the RPS database, or restore
the RPS database.

Required installation/upgrade SQL server roles and permissions

RPS requires specific SQL Server roles and permissions for successful installation or
upgrades and for RPS use and operations.

RPS installation and database creation SQL Server role(s) and permission(s)
RPS installation and upgrade —  sysadmin role
or

Create Database within an existing RPS

. . —  other SQL Server Role with Control
installation

server permission added

Use and operation of an existing RPS SQL Server Role(s) and Permission(s)
installation

Upgrade Database within an existing RPS
installation

Create, upgrade, delete Panel Accounts - db_owner

Using File>Backup or File>Restore within an
existing RPS installation

Upgrade RPS

Notice!

Backup the RPS database before upgrade

Before you begin the update process, make sure to back up your RPS database. You will
also have the option to create a backup file at the first step of an RPS installation or
upgrade. Refer to Create a backup file, page 16

For RPS v5.0 and earlier versions, follow these steps to upgrade to the latest version of

RPS:

1. Backup the RPS database. Refer to RPS database backup and restore (manual process),
page 40 for instructions.

2. Download the latest version of RPS. Refer to Download first, page 8 for instructions.

3. Begin the upgrade. Click Yes to exit the RPS installation and do the manual backup and
uninstall steps. After successfully completing these steps, rerun the RPS installer to
install RPS. Refer to Install RPS, page 9, Modify, repair, or remove RPS, page 43 and RPS
database backup and restore (manual process), page 40.

To continue without upgrading:

—  Click No to continue the RPS Installation and upgrade RPS using the installed SQL
version.
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RPS Installation

| S0L Express 2017 is available as part of this RPS install.
Do you want to upgrade RPS and migrate to SOL 20177
-'Yes' to exit this setup.exe and follow the detail steps below
-'Neo' to continue upgrading RPS and keep using 5QL 2012

IMPORTANT DETAILS:

The current RPS installed is older than v6.0 and the migration
to SQL Express 2017 cannot be automated during the
upgrade, The following steps are required before restarting
this setup.exe.

1) Select Yes to exit this RPS setup.exe process

2) Open RPS and use 'File> Backup® to save new backup file(s)

3) Once a valid backup file is created and saved, uninstall RFS

4) Restart the setup.exe to install RPS and SQL Express 2017

5) Open RPS and use ‘File>Restore’ to select your backup file
(The restore process will migrate RPS data to SCL 2017)

For RPS v6.0 and higher versions, refer to Upgrade to SQL 2017, page 37 for instructions.

RPSsvc user creation

During a new RPS installation or an RPS upgrade, a non-admin user (RPSsvc) is
automatically created by the RPS installer with a reduced set of required permissions. The
RPSsvc user is used by RPS to start/stop the RPSProxy and RPSService and perform
Unattended operations when configured.

If the RPSsvc user creation fails during RPS installation or upgrade, the RPS installer will
continue and use the local System account to start/stop the RPS services.

For higher security, it is recommended that a Windows user administrator create a Windows
user account with limited permissions required to start/stop and operate the RPS services.

If you receive an RPS Service Logon as RPSsvc error during installation or upgrade, see

Manually create a local user and assign to services, page 25 for instructions on how to
manually create the Windows user with required permissions.

7.2 Upgrade to SQL 2017

Notice!

Windows 32 bit operating systems

Microsoft SQL 2017 is not compatible with 32 bit operating systems. If your Windows
operating system is 32 bit, the RPS installation will automatically install Microsoft SQL
2012.

For RPS v6.0 and higher versions

RPS v6.11 enables the automatic upgrade of RPS and migration from SQL 2012 to SQL 2017
during the RPS upgrade process.

- In the dialog window, click Yes to start the upgrade.
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S SOL Express 2017 is available for RPS to install on your
| computer.
) Select Yes to upgrade RPS and use SOL Express 2017
Select No to upgrade RPS and keep using your existing
database

The automatic upgrade process:

—  backs up the existing SQL 2012 RPS database

installs SQL 2017

— upgrades RPS to the latest version

-  restores the new SQL 2017 RPS database

When the upgrade finishes successfully, a database backup file is available in the RPS install
directory named “RPS<Version>_DDMMYYYY.XML

If the upgrade fails, view installation log file the for information. Refer to View the installation
log file, page 24

If an upgrade or migration failure message appears when starting RPS for the first time after
upgrade, you can manually upgrade or migrate the database.

IMPORTANT NOTE X
:Ji-- :; RPS has been upgraded and SQL 2017 has been installed. However, the migration
of your existing database has failed.

To manually migrate your existing RPS SQL database. log into RPS and use the
“Migrate from existing Database” located in ‘Config -> System-> Work Station
Specific -> Database Settings->=Migrate from existing database.’

If you do not know your prior RPS, SQL database details, they are available in
C:NRPSiLogs\\RPSInstallation.Log.

[~ Don't show me this message again

7.3 Migrate or Upgrade existing SQL database (RPS)

Within RPS, you can migrate or upgrade an existing RPS database to the current RPS
installation. The process overwrites the current RPS installation and database with the data
from the RPS database selected to migrate or upgrade.

In RPS, click Config > System to access the Work Station Specific > Database Settings
screen.
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ars Systam Configuration o

&7

Database Settings

Select ar Enter SQL Server name [ ~|

Enter S0L Database Name [

Aurthenticetion |\'\-\ndm.ﬂumem|mnon ll

Enter Usar Neme [

Enter Possword [

Create Databese Upgrade Databese |

| Cangel I

Migrate from existing database

Notice!

Administrator permission required

The SQL user account requires appropriate administrator (admin) permissions for the SQL
server when migrating from an existing database or upgrading the database.

The Migrate from existing Database option is used to overwrite an RPS installation and

SQL database based on a different, active RPS installation and database configuration. Any

RPS v6.0 or higher version can be migrated to an RPS operating with the same or higher

Microsoft SQL version.

To migrate a previous version of an SQL database into RPS (v6.0 and higher):

1. Click Migrate from existing Database.

2. Select a SQL server from the list or type the SQL server name in Select or Enter SQL
Server name. The local instance of the SQL server is the default entry.

3. Type the name of the selected SQL database in Enter Database Name.

4. Select the type of authentication that is used for the SQL database in Authentication.
Windows Authentication is the default.

—  For SQL Server Authentication, enter the username and password.

—  Select Encrypted if you are pasting the RPS encrypted password from the RPS log file
or other location.

5. Click Migrate.

A message shows when the migration has successfully completed.

Upgrade database

The Upgrade database option will upgrade the selected SQL database to support the

version of RPS that is actively open and attempting to connect.

To upgrade the database:

1. Click Upgrade Database.

2. Select a SQL server from the list or type the SQL server name in Select or Enter SQL
Server name. The local instance of the SQL server is the default entry.

3. Type the name of the selected SQL database in Enter Database Name.

4. Select the type of authentication that is used for the SQL database in Authentication.
Windows Authentication is the default.

—  For SQL Server Authentication, enter the username and password.
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—  Select Encrypted if you are pasting the RPS encrypted password from the RPS log file

or other location.

5. Click Upgrade.

6. For SQL Express 2012 to SQL Express 2017 database upgrades:
7. Optionally create a database backup (.bak).
8
A

Confirm that you want to create a backup file.

message shows when the upgrade has successfully completed.

7.4 RPS database backup and restore (manual process)

You should periodically backup your RPS database to reduce the risk of lost data due to
equipment failure or data corruption.

You should backup your RPS database before upgrading to a newer version. You can
automatically create a backup file during the RPS installation.

Manual backup

To back up the RPS database:
1. Click File to open the File menu.
2.  From the File menu, click Backup.

&5 Remote Programming Software (RPS) ==
- Lists Operations Reports Config Unattenced Language Help
Backup
ek ng Software @ BOSCH
Impart
Export »
History Export » L Links
SeEnlire fnei Type | Account # | Description [ Contact | crov | Frmware Version | Unatiende = |
Pt Cta-p 200N o000 Unregstersd. No.
b2 oo Unregisterea No
Logout1 b2 oo Unregistered No
Logout and Eit 12 om0 Unregstered No
S 126 0000 Unregitered No
| essi BS512G 0000 Unregiterea No
| ee612G 300 example BoS12G 96210123 Notsupported  3.00.005 No il
| o2 ootz o000 Not supportsa No
Det1281 Do11281 0000 Not supported
| psanzpestac Dost2  ooeo Not supported No
| |psarcwz Dos126V2 0000 Not supported No
| |peszcvsvacomnuvece Deizeva oooo Not supporied No
| |D9412GVsvsf00r greater  D9412GV3 0000 Not supportsd No
| |psaGueviootnuvis  Ds412GVe 0000 Not supported No
|Dear2va v2 000r groater  DO4t26¥E 0000 Notsupportet Yo ]

10128 Seiected (Fiter O) |Sort : Pane! Name (Ascendng) |

[ f

3. Choose (or create) a folder and enter a file name for the backup file.

=] Documents
alh Music

File name:  RPS_Backup_20160714XML

“w

Network
System Folder

s Backup Filename ]
L [P Desktop » v‘&,H Search Desitop 2|
Organize »  Newfolder - @
T Favorites T | raries E
I Desktop —— || System Folder L

4 H=

8 Downloads E
%] Recent Places } Patterson Kevin (ST-TN/MKW)
i Public L4 % System Folder
(5l Recently Changed )

. | Computer

I tem Folder

4 Libraries '

Save as type: | XML File (7XML)

)

+ Hide Folders

S

Backup

@ ‘ Backup Complete ‘

Restore

4. Click Save to finish the backup.

To restore an RPS database backup file:
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1. Click File to open the File menu.
2. From the File menu, click Restore.

& Remote Programming Software (RPS) =B
File] Lists Operstions Reports Config Unattended Lenguage Help
Backup :
- ng Software BOSCH
EHAS
Bxport »
History Export » s Lok
System Note.. Tove. | Fosart | o
Print ctil+P. 0000 L
0000 Unregistered No
Loooin 12 0000 Unregistered No
Logout and it 2 oo Unregistered No
BEETEE Tsize 0000 Unregistered No
885126 BOS12G 0000 Unregistered No
BUSI2G VI example BISIG 0210123 Notsupporied 300,005 N
Dot12 Det12 0000 Not supportsd No
Dotze1 Dot1281 0000 Not supported
D8312084126 Ds12 0000 Not supported No
Dsa12GV2 DS412GV2 0000 Not supported No
D412GV3 V800U VE0D  DS412GV3 0000 Not supportsd No
D9412GV3v8 10 or grester  DO412GV3 0000 Not supported No
D9ZGVAVI 00U VIS DIH2GVA 0000 Notsupporied No
[ T w
10728 Saected (Fer O [Sort: Pan Name (dscending) | | |

3. Choose the RPS database backup file to restore from.
Click Open.

= Import Accounts =

.

&S] [ Derkop + - 4] [ searen )
Organize v Mew folder - 0 @
T U - Ba
¢ Favorites Ml Tl

y Networ
B Desktop | Shortcut
18 Downloads | 104 bytes
%l Recent Places |2 N Ftessed
1\ Public Sharteut

@ “‘ 184 KB

- RPS_Backup 20160714 %ML ‘

[ Recently Change

XML Bocument

4 Libraries i |E
%] Documents
. RPS_export all_160620.4ML
o Music XML Document
5] Pictures 124 MB
B viden: 7 Ane oo =

File name: RPS_Backup_20160714.4ML v | XMLFile XML Z

4. Review the warning. Enter Y and click OK to confirm that you want to overwrite the
current RPS database with the data in the backup file.

-
wes Warning u

You are about torestore this installation from a backup. This wall
overwrite all your data_ Are you sure you want to proceed? Type Y
and click OK toproceed or click Cancel.

5. The restore process is complete. RPS will now use the restored database.

Restore

@ Restore Complete
28 Panels were imported.

Refer to
—  Create a backup file, page 16

Bosch Security Systems B.V. Installation Manual 2024-09 | V27 | 4998141259



42

en | Maintenance

Remote Programming Software (RPS)

8

Maintenance

Notice!

After system installation and any control panel programming, perform a complete system
test. A complete system test includes testing the control panel, all devices, and
communication destinations for proper operation.

8.1

Set security levels by panel type for networked users

If your company is using a database on a networked drive and you want to allow users to be
able to set security levels for control panels, you must copy the control panel definition files
to each workstation on the network. This preserves the security settings you have set for
each control panel type on the individual workstations on the network.

Notice!
If these files are not copied to each workstation, users on other workstations can change
data for control panel types that you restricted.

Transferring your security settings to other computers on the network:

1.  From RPS, set the security levels for each control panel type on any one computer on
the network. Only users with an authority level of 15 can perform this operation.
In RPS, refer to the RPS General Help for more information on setting security levels in
RPS.

Notice!
Setting the security levels for a control panel type, sets the levels for all accounts for that
control panel type (new and existing).

2. Use Windows Explorer to copy the appropriate control panel definition files (peg defs)
to each computer on the network after you set the security level for each field in each
panel type. To do this, open the RPS directory on the computer where you are currently
working. Find the folder labeled PegDefs.

3. Use Windows Explorer to copy the PegDefs folder to each of the RPS directories on all
workstations running RPS. Use the drag-and-drop feature in Windows to move the
PegDefs folder to each computer on the network. Click and hold the PegDefs folder
with the right mouse button and drag the folder to the RPS directory on the target
workstation computer. Release the right mouse button. A dialog box opens and
prompts if you want to Move, Copy, Create a Shortcut to the folder or Cancel.

Notice!

Make sure that you select Copy. Selecting Move moves the entire PegDefs folder from the
current computer to the workstation computer. Click Yes if the File Already Exists - Do you
want to overwrite? message shows.

Notice!

Moving the PegDefs folder prevents RPS from working on the current computer. If you
accidentally move the PegDefs folder, return it to the RPS directory on the computer, and
then recopy it to the workstation.

4. After Windows finishes the copy process, the workstation has the same security
settings as the original computer. Repeat Step 3 for each workstation on the network.
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Notice!
If you change the control panel security setting in the future, you must copy the new
PegDefs files to each workstation again.

8.2

Modify, repair, or remove RPS
Modify RPS

Notice!

To modify the current RPS installation, you must use the original installation files. If RPS
was installed from the CD/DVD-ROM, you must use the CD/DVD-ROM.

If RPS was installed from a folder containing the installation files, you must use the same
folder in the location it resided when RPS was installed.

To add features, Unattended Operation for example, or remove installed features:
1. Open the Windows Add/Remove Programs dialog box.

2.  Scroll to RPS and click it.

3. Click Change. The RPS Setup Maintenance dialog box opens.

RPS - InstallShield Wizard

Welcome

radify, repair, or remove the program.

Welcome to the APS Setup Maintenance pragram. This program lets you madify the current
installation. Click one of the options below.

@

Select new program features to add or select curently installed features to
remave.

() Repair
@ Reinstall all program features installed by the previous setup.

() Bemove

@ Remove all installed features.

4. Click Modify, and then click Next. The Select Features dialog box opens.

. \
RPS - InstallShield Wizard [

Select Features

Select the features setup will install.

Select the features pou want to install, and deselect the features you do not want to ingtall

»  Description
|| Core RPS Application Files | Allows supported parels to perform
- [P1B35126G / BEET2G [New) unattended tasks such as history
[WIBES12 / B4512 / B3512 | synchronization
W] D312 / D7R12 [GV4 and prior]
-IDE412 / D4412
WD2212 /D2112/ D202
-MDE11Z /D412
Delz
- wD&7200 -
340.48 MB of space required on the C drive
87474.85 MB of space available on the C drive
InistallShield

YW | Inattended Operation

5. Select the check boxes for the features you want to install, or clear the check boxes for
the features you want to remove.
6. Click Next. The selected features are either installed or uninstalled as selected.
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7. When the Install Complete dialog box opens, click Finish to end the RPS Setup
Maintenance process.

Repair RPS

Notice!

To repair the current RPS installation, you must use the original installation files. If RPS
was installed from the CD/DVD-ROM, you must use the CD/DVD-ROM.

If RPS was installed from a folder containing the installation files, you must use the same
folder in the location it resided at when RPS was installed.

Reinstalling all of the program features installed during the previous setup:

1. Select Start > Settings > Control Panel > Add/Remove Programs. The Add/Remove
Programs dialog box opens.

2. Scroll down in the list until you see RPS. Click RPS to select it.

Click Change/Remove. The RPS Setup Maintenance dialog box opens.

4. Click Repair, and then click Next. A progress indicator dialog box opens. When the
repair is complete, the Install Complete dialog box opens.

5. Click Finish to end the RPS Setup Maintenance process.

Remove RPS

w

Notice!

Only remove RPS if you do not intend on using RPS in the future.

If you are using an unreleased version of RPS, such as an alpha or beta version, you must
uninstall (remove) RPS before installing a released version.

8.3

Removing RPS and all of its features:

1. Select Start > Settings > Control Panel > Add/Remove Programs. The Add/Remove
Programs dialog box opens.

Scroll down in the list until you see RPS. Click RPS to select it.

Click Change/Remove. The RPS Setup Maintenance dialog box opens.

Click Remove, and then click Next.

When the Confirm Uninstall dialog opens, click Yes. A progress dialog box opens.
When the removal process is complete, restart the computer.

ook wn

Switch from a client to a network installation

It can be advantageous to place your RPS database files on a network drive so that many

workstations can access a single database.

Placing RPS database files on a network drive:

1. Start RPS, and log on when the RPS Logon Information dialog box opens.

2. Select Config > System. The System Configuration dialog box opens with the Work
Station Specific tab open and Database Settings highlighted.

3. In the Select or Enter SQL Server name field, select the name of the network SQL
Server.

4. If the SQL Server database already exists, enter the SQL Server Name, SQL Database
Name, User Name, and Password, then click OK. If the SQL Server database does not
already exist, enter the SQL Server Name and the desired SQL Database Name, User
Name and Password for the database, then click Create Database. The Database
Created Successfully dialog box opens.
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Create Database

@ Database is created successfully

5. Click OK. The Please re-login dialog box opens.
Please re-login ‘@

@ Settingz have changed that require RPS to be restarted. ‘

6. Click OK to restart RPS.

When the database is shared on a network drive, two or more operators can access a single
account. When an operator attempts to access an account that is already open by another
operator (for example, one that has a different user name), a Panel Already Open dialog box
appears, indicating that the account is already opened for editing by another operator (the
operator's log-in name shows in the message box). The operator opening a second instance

of the database can view the contents of the account, but cannot edit any of the information
in the account.

Notice!

If an operator logs on to two different terminals with the same user name and accesses the
same account from both terminals, RPS prompts the operator at the second terminal to
either override the lock and allow edits, or open the account in View Only mode.

Do not log on to RPS using the same user name on multiple computers.
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9 Appendix

9.1 RPS minimum system requirements

System requirements

Operating
System

Windows 10, 11
Windows Server 2012 R2, 2016, 2019, 2022

SQL Express

2012 SP2, 2014, 2016, 2017
2012 SP2 with Hotfix patch KB3205054 installed for 32-bit systems
2017 14.0.1000.169 installed for 64-bit systems

Processor type

x64 Processor: AMD Opteron, AMD Athlon 64, Intel Xeon with Intel
EM6A4T support, Intel Pentium IV with EM64T support
x86 Processor: Pentium Ill-compatible processor or faster

Processor speed

Minimum:

x86 Processor: 1.0 GHz

x64 Processor: 1.4 GHz
Recommended: 2.0 GHz or faster

RAM Minimum: 4 GB
Recommended: 8 GB (increase as database size increases for optimal
performance)
Hard disk Available space:
x86 Processor: 16 GB
x64 Processor: 20 GB
Monitor Minimum resolution: 1024 x 728
Notice!

These minimum system requirements are based on installing RPS or RPS-LITE with SQL
Express on the same computer. For any other configurations of OS and SQL, reference
specific requirements on Microsoft's website:

http://windows.microsoft.com

Notice!

Required SSL and TLS versions for Cloud connection
To connect RPS to a control panel remotely using Cloud (Remote Connect), SSL version 3.0

and TLS version 1.2 must enabled on the computer running RPS.
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Notice!

Microsoft Operating System Support End

As of Jan 10, 2023, PCs running Windows 8.1 will still function, but Microsoft will no longer
provide technical support for any issue, software updates, or security updates or fixes. As
of January 14, 2020, Microsoft stopped supporting Windows 7. As of July 13, 2010,
Microsoft stopped supporting Windows 2000. As of April 8, 2014, Microsoft stopped
supporting Windows XP. As a result, Bosch Security Systems, Inc. no longer supports the
operation of RPS 5.13 or later on Windows 7, Windows 2000 or Windows XP operating
systems.

9.2

9.3

9.3.1

9.3.2

Network drive installation

— If you copy the contents of the RPS CD/DVD-ROM to a networked drive, the drive must
be mapped to a drive letter in order for RPS to properly install on local computers
connected to the networked drive.

—  RPS cannot install from a networked drive that uses the Universal Naming Convention
(UNC).

— If you copy the contents of the RPS CD/DVD-ROM to a local or network drive, you must
change the Read/Write permission on the License folder.

Automatic RPS installation

Overview

When installing or upgrading to version 5.12 or later, RPS creates a file called
RPSInstallation.ini. This file contains the SQL database settings that are selected when
installing or upgrading RPS.

After the first installation or upgrade of RPS, you can run the RPSInstallation.ini file to
complete subsequent installations or upgrades that are identical to the first installation or
upgrade.

Generate the RPSInstallation.ini file

To generate the RPSInstallation.ini file, you must install or upgrade to version 5.12 or later.

During the installation or upgrade process, RPS collects the selected settings for the SQL

database and saves them to X:\RPSInstallation.ini (“X” = the drive letter assigned to the

computer’s local drive).

The RPSInstallation.ini file contains these settings:

—  SQLExpressinstanceName: name of the selected SQL Express instance name.

— RPSDatabaseName: name of the selected RPS database.

— UserName: user name required for SQL authentication. By default, RPS uses Windows
authentication. This setting is not required for Windows authentication.

—  Password: password required for SQL authentication. By default, RPS uses Windows
authentication. This entry is not required for Windows authentication. This entry is
encrypted.
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9.3.3

9.34

[ RPSInstallation.ini - Notepad |Z||E|[z|
File Edit Faormat Yiew Help

[[Installation]
SOLExpressInstancename=FPl4d 21 50ANBOSCHSOL
RPSDatabaseMame=RPSDEL

UzerMame=
Password=ryGYSCiv02+q7aHgQNUZ VZQ ==

Use the RPSInstallation.ini file
Using the RPSInstallation.ini file to install RPS with the same SQL database settings as the
first installation:
1.  Copy the following files to a blank CD-ROM:
- All files from the master RPS CD-ROM
—  The RPSinstallation.ini file from the computer where the first installation or
upgrade was performed (X:\RPSInstallation.ini, where “X” = the drive letter
assigned to the computer’s local drive).
All of the required installation files, including the RPSInstaller.exe file, reside in
the fscommand folder at the root level of the RPS CD-ROM. The RPSInstallation.ini
file must reside in this folder as well.
2. Insert the copied RPS CD-ROM into the next computer that requires an installation or
upgrade of RPS.
RPS installs the SQL database according to the settings in the RPSInstallation.ini file,
and then installs RPS. When the installation process is complete, RPS connects to the
SQL database.
3. Repeat Step 2 for all remaining computers that require an RPS installation or upgrade.

Customize the RPSInstallation.ini file
If the RPS installation requires that the SQL database is installed locally on each computer
(not shared), you can customize the RPSInstallation.ini file.
To customize the RPSInstallation.ini file:
1. Create a text file (.txt) in a text editor such as Notepad.
2. Copy the following lines in the order as shown below:
- [Installation]
- NewSQLlInstance=
- NewRPSDatabase=
3. Save the file.
Use RPSInstallation for the filename. Change the file extension from .txt to .ini.
4. Close the file.
5. Copy the custom .ini file along with all of the files on the master RPS CD-ROM to a
blank CD-ROM.
All of the required installation files, including the RPSInstaller.exe file, reside in the
fscommand folder at the root level of the RPS CD-ROM. The RPSInstallation.ini file
must reside in this folder as well.
6. Install RPS onto each computer that requires an installation or upgrade.
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RPS creates unique SQL instance names and RPS database names on each computer.

9.4 Support information

Q Support

Access our support services at www.boschsecurity.com/xc/en/support/.
Bosch Security and Safety Systems offers support in these areas:

- Apps & Tools
—  Building Information Modeling

- Warranty

-  Troubleshooting

—  Repair & Exchange
—  Product Security

= Bosch Building Technologies Academy
Visit the Bosch Building Technologies Academy website and have access to training courses,
video tutorials and documents: www.boschsecurity.com/xc/en/support/training/
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